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(57) Abstract :

The present invention relates to a system for Intentional and unintentional misbehavior detection in Unmanned Aerial Vehicles.
Unmanned aerial vehicles, UAVs, are what are known as FANET nodes in the research as a variety of approaches have been put out
to assure safe and dependable inter-node communications (UAVs). These UAVs are typically identified as harmful due to inadvertent
behaviour associated with their physical attributes, the transmission methods they use, or the network interface. To differentiate
among purposeful and unintended UAV misbehaviour, a new context-aware trust-based technique has been designed. The major
objective is to reduce the produced failure rate while keeping the necessary levels of safety. In addition to achieve complete context
knowledge in the entire honesty assessment, it builds the trust within the UAVs and assesses the current situation in the context of
UAYV strength, moving pattern etc.
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